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1
Decision/action requested

Approve the proposed additional clause to the draft CR in [1].
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Rationale

This document proposes normative text for the key hierarchy for trusted access as agreed in the TR 33.807 [2].
Note that one change has been made to the key hierarchy compared to the study. The key KTNAP_Root is derived in TNGF instead of in the TNAP. 
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Detailed proposal

********START OF CHANGES********
7A 
Security for trusted non-3GPP access to the 5G core network

7A.a
General

7A.b Security procedures
7A.b.x Authentication for Trusted non-3GPP Access

Editor's note:
This clause will capture the authentication procedure for a UE accessing to the 5GC via trusted non-3GPP access.
7A.b.z Key hierarchy for Trusted non-3GPP Access

The key hierarchy described in clause 6.2.1 applies, with the following changes:

The key KN3IWF derived for non-3GPP access is called KTNGF in the context of trusted access.
The key KTNGF received from AMF is used for two different purposes; to setup IPSec SAs between the UE and the TNGF and to create WLAN keys (TNAP keys) between the UE and the TNAP. 

To separate the keys for these purposes, the key hierarchy in Figure 7A.b.z-1 shall be used. The KTIPSec key is used to setup IPSec SAs (KTIPSec) and the KTNAP_Root key is derived as root key for TNAP keys. 
The keys KTIPSec and KTNAP_Root are derived as described in Appendix A.X. 
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Figure 7A.b.z-1 Key hierarchy for trusted non-3GPP access

7A.b.y Mobility handling for Trusted non-3GPP Access

Editor's note:
This clause will capture the security of mobility handling for a UE accessing to the 5GC via trusted non-3GPP access.

********END OF CHANGES********
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